Kyxat «Camypbik-Kasbinan OAK» AK 21eKTpoH Ibl HOPTAIBIMEH KYPbLUIFaH

JIoKyMeHT ChOPMHPOBAH NIOPTAIIOM HeKTPOHHBIX 3aKynok AQ «DHB «Campyk-Kasbina»

TEXHUYECKAS CHEHU®UKALUS

no 3akynke 531787
cnoco6oM OTKpPBITHIN TeH1ep HA MOHUKEHHe

Jlot Ne (29-1Y, 1875961) Ycayru no npeaocTaB/ieHHIO JUIIEH3UIl HA PABO HCIOJIL30BaHNUS IPOrPAMMHOI0 o0ecreYyeHust

3aka3uynk: ToBapuIeCTBO C OrPAHUYEHHON OTBETCTBEHHOCTHIO ""AThIpaycKkuii HedTenepepadaTbiBalomuii 3aBoa"
Opranuzarop: ToBapuiecTBo ¢ OrpAaHUYEHHOI 0TBETCTBEHHOCTHIO ""AThIpayckuii HedTenepepadarpiBaromuii 3ason"

1. KpaTtkoe onucanue TPY

HaumeHoBaHue 3HaueHune
Howmep ctpoku 29-1Y
HammMeHnoBaHwue 1 kpaTkasi| Y CIlyTH 10 IPEIOCTABICHHIO JTHIECH3UI Ha PABO HCIIOIB30BAHIS IPOTPaMMHOT0 o0ecTieueH s, Y CIIyTH 110
XapaKTePUCTHKA MIPEIOCTaBICHHUIO JIMIIEH3MI Ha MIPABO UCIIOIB30BAHUS ITPOTPAMMHOTO 00eCTIeHeHIS
OTIOJIHUTEIIbHAS e .
A [ponnenne muuensuit Checkpoint Ha 3 rona
XapaKTepPUCTHKA
KommaecTtBo 1.000

Eaunnna usmepenus -

MecTo nocTaBKH KA3AXCTAH, Atsipayckas o61acTs, yi. 3eitHomuts Kagnonosa, 1

VcioBus mOCTaBKU -

CpoOK NOCTaBKU C natsl noAnucanus porosopa mo 12.2021

YcnoBus omarsl IMpenorara - 0%, ITpomexyTounsrii mnatex - 100%, OxonvaTenbHbIH maTex - 0%

2. Onucanne u Tpedyemble (PYHKIMOHATbHbBIE, TEXHHYECKHE, KAUeCTBEeHHbIE U IKCILTYyaTAIIMOHHbIE XapaKTePHCTHKH

Texuuueckas Cl'[eL[H(bPIKaL[PIﬂ 3aKYIIa€MBIX YCIyT

1. Onucanue u TpedyeMbie PYHKIIMOHATBHBIC, TCXHUUECKHE, KAYCCTBEHHBIC U SKCIUTyaTallMOHHBIC XapaKTEPUCTHKH: Y CIYTH TI0 MPOIJICHUIO
JIUIICH3UI Ha MPaBO MCIONb30BaHUs mporpaMMmHoro obecneuenus Check Point.

1.1. Ioanucka nomKHa 06eceunBaTh MPOICHHUE CIASAYIONIETo (GYHKIIHOHAA ISl CHCTEMBI [ICHTPAIM30BAHHOTO YIIPaBJICHHE
MEXCETEBBIMH SKPaHAMU CJICAYIOLIETO MOKOoJIeH s 10 ssHBaps 2024 roja BKIIOYUTEIBHO:

1.1.1. MHnexcupoBaHHBIH MOUCK B JKypHaJle COOBITHIA;

1.1.2. IIpoTrokonupoBaHust COOBITHI HHPOPMALIHOHHOMN 0€30MaCHOCTH;

1.1.3. IIpoTokonnpoBaHue MPaBUII U MOJIUTUK HA MEKCETEBBIX IKpPaHaX CJIEIYIOIIEr0 OKOJICHHUS;

1.1.4. IlporokonupoBaHue COOBITHI BO BCEX MHTEIPUPOBAHHBIX MPUIIOKEHHSIX O€30MAaCHOCTH Ha 1LTI03¢ (BKIIIOYasi BUPTYaJlbHBIC IIITIO3bI),
Bkiouas Firewall, IPSEC VPN, IPS, Unentudukanus nons3oareneii, MoOWIbHBIN T0CTYI, Y paBieHue npunoxenusamu, URL-
¢unsTpanmio, Anti-Bot, Anti-Virus;

1.1.5. Koppensius coObITHIA 3 BeeX mpuitoskeHni, Bkitodas Firewall, IPSEC VPN, IPS, Unentudukanus nosis3oBareneii, MoOUIbHBIN
noctyt, Yrpasnenue npuioxenusmu, URL-¢unbrpanus, Anti-Bot, Anti-Virus;

1.1.6. ITouck BHYTpH CIHCKA COOBITHH, YIITyOJIcHHE B ICTAIN JJIsl PACCIICIOBAHUS HHIIHICHTOB;

1.1.7. I'eHepanus npeaonpeaeICHHBIX eKEUACHBIX, CKCTHEBHBIX, SKCHECTBHBIX M €)KEMECIYHBIX OTUCTHI, B TOM YHCIIC, KAK MUHHUMYM,
OcHoBHbIe coOBITHS, OCHOBHBIC HCTOYHUKH, OCHOBHBIC MyHKTHI Ha3HaYeHUsI, OCHOBHBIC CepBHChI, OCHOBHBIC HCTOYHUKU M X OCHOBHBIC
co0bITHsI, OCHOBHBIC ITYHKTHI HA3HAYCHUS M UX OCHOBHBIC COOBITHS, 1 OCHOBHBIC CEPBUCHI  UX OCHOBHBIC COOBITHS,;

1.1.8. ABTOMaTH4eCKOE paclpoCcTpaHEeHHE OTYETOB 110 AIIEKTPOHHOII rouTe, 3arpy3ka Ha FTP/Be6-cepBep, BO3MOKHOCTb CO3JJaHMS CKPHIITA
PACCHUIKU BHEIIHUX T0JIb30BATEICKUX OTUCTOB.

2. TpeboBaHus K IPOJUICHUIO MOAMUCKA HAa MEKCETEBBIE SKPaHbI CIICTYIOIIETO TOKOICHHSI.

2.1. Tloanucka KoypKHa 00ecTIeunBaTh NPOJJICHUE CISAYIONEro (pyHKIHOHANA IS MEXKCETEBBIX AKPAHOB CIIEIYIOIIETO TOKOJICHUS:
2.1.3. Bupryanusanus 1uio3a 6e30macHOCTH I KOHCOJHIAUK 2 BUPTYalbHbIX [IIF030B HA OHOM (PM3UYECKOM YCTPOICTBE;

2.1.4. OrpanuyeHue MponyCcKHOH CIIOCOOHOCTH U yIpaBJICHUE 3aICPIKKOH 1715 onpeaesienHoro [P ucrounuka, [P myHkra HazHaueHus win
CepBuUCa;

2.1.5. lMpumenenus npasuia QoS mis VPN tpaduka;

2.1.6. Coop uaeHTH(HUKATOPOB MOJIB30BATENCH OCpeaACTBOM 3anpoca Microsoft Active Directory Ha 0CHOBE COOBITHI O€30MaCHOCTH;
2.1.7. Ayrentuduxanys uIeHTHGUKATOPa TOJIb30BATENs HA OCHOBE Opay3epa Ul HeIOMEHHBIX I10JIb30BaTeleH M KOMITBIOTEPOB;
2.1.8. YnpaBneHue NpuaoKeHU#H, 0a3a TaHHBIX YIPaBJICHHUS MPUIOKCHUAMHE JIOJDKHA BKITF0YaTh He MeHee 8000 mpriioXeHuif;

2.1.9. URL kareropuzaiuio, MunumyM 200 mumnonoB URL agpecos;

2.1.10. Anti-bot;

2.1.11. Anti-virus;
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2.1.12. Anti-Spam n 6e30aCHOCTb JIEKTPOHHOM MOYTHI;
2.1.13. IPSEC VPN;
2.1.14. Y naneHHbIil MOOWIBHBIHA HOCTYI, ToAepKKa MUHUMYM 300 OTHOBpPEMEHHBIX TTOAKITIOYEHHH ¢ MOOMIIBHBIX YCTPOHCTB.

3. TpeboBaHus K TEXHHYESCKOM MOIEPKKE.

3.1. TexHuveckast moJepxKa Mpea0CTaBISETC:

- Ipy oMoIy web caiita;

- 1o TenedoHy.

3.2. TexHudeckast moaepxKa BKIOYACT B ceOsl:

- IOMOIIb B HACHTH(UKALMY U PEIICHUH IIPOOJIeM ITPpU BO3HUKHOBEHUH OIIMOOK U cOoeB B padote mpoaykToB Check Point;

- MOJICPIKKA B CITydac OMIHOOK HE M0 BUHE 3aKa34yKKa, 3aTparuBaonux (yHKIHOHATEHOCTH MpoaykToB Check Point;

- OAZIePIKKA B CIydae BOCCTAHOBJICHHS YTPaUCHHbIX WM MOBPEKICHHBIX TaHHBIX JTUICH3UH;

- fecriaTHOE TIPeJOCTaBICHUE UCIIPABICHUH 1 OOHOBJICHHI IPOrPaMMHOT0 00ECIIeUEHHsI, BBITYIICHHBIX pa3pabOTYNKOM B TEUCHUE
MepHOoJIa TEXHUIECKOH TTOIACPKKH.

4. I'apaHTUIHBII CPOK Ha OKa3bIBaeMble YCIYrH 36 MecsIeB ¢ JaThl HOJNHUCAHUS aKTa IIpHeM-Tepeadl yCIyr.

5. HaumenoBanue u xop [10 i npo yieHus yKa3aHo B MPHIOKEHUU Nel K TEXHUUECKOH crieliM(UKAIMHY, SBISIOMICHCS HEOTheMICMOM
YaCThIO HACTOSIICH TEXHMYCCKOM CIICIIU(pUKAIIUH.

Ipunoxenne

Ipunoxenne Nel k TexHImYeckoil cnenndpukanuu.docx

IToanucan Meip3arasueBa XKynasiz XaaratoBHa
JlaTa monnucanus 21.01.2021
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