Kyxat «Camypbik-Kasbinan OAK» AK 21eKTpoH Ibl HOPTAIBIMEH KYPbLUIFaH

JIoKyMeHT ChOPMHPOBAH NIOPTAIIOM HeKTPOHHBIX 3aKynok AQ «DHB «Campyk-Kasbina»

TEXHUYECKAS CHEHU®UKALUS

no 3akynke 463545
cnoco6oM 3anpoc HeHOBBIX MPeIJI0KeHHIl HAa MOHUKEeHH e

Jlot Ne (1062-2 T, 1641629) IlporpamMHoe oGecnieyenne

3aka3uuk: ToBapuiecTBO ¢ OrpaHM4YeHHOH 0TBeTCTBeHHOCTHIO ""CoBMecTHOoe npeanpusitue "CASPI BITUM"
Opranuzarop: ToBapuiecTBo ¢ OrpaHUYeHHOI 0TBeTcTBeHHOCTHIO ""CoBMecTHOe npeanpustue "CASPI BITUM"

1. KpaTtkoe onucanue TPY

HaumenoBanue 3HayeHue

Howmep ctpoku 1062-2 T

HammMeHnoBaHme 1 KpaTkast IIporpamMmHOe obecriedeHre, OpUTHHAI IPOTPaMMHOTO o0ecTieueHHs (KpoMe YCIIyT 1Mo pa3paboTke
XapaKTePUCTHKA MPOTPaMMHBIX 00ECTICYCHUH T10 3aKa3y)

JlononHuTENbHAS XapaKkTepHCTHKA: AHTUBHPYCHOE IPOrPaMMHOE 00ECIICUeHHE ¢ TOA0BOM JTHIICH3UCH IS pab0vYrX CTaHIUA +
XapaKTepUCTUKA cepsep (IIpomienue)

Komuuectso 92.000

Eaunnna usmepenus Mtyxa

MecTo nocTaBKH KA3AXCTAH, Manrucrayckast 061acTh, . AKTay, IPOMBIIIICHHAS 30HA 5, 31aHKe 65

YcnoBust nocTaBKu DDP

CpoOK NOCTaBKU C patbl noAnucanus 1oropopa B reuenue 30 kajeHIapHbIX JHEH

YcnoBus omarsl INpenomnara - 0%, [TpomexyTounslit marex - 0%, OxoHuaTenbHbIi m1aTex - 100%

2. Onucanne u Tpedyemble (PYHKIMOHATbHbBIE, TEXHHYECKHE, KAUeCTBEeHHbIE U IKCILTYyaTAIIMOHHbIE XapaKTePHCTHKH

O6mue TpedoBaHus

AnTHBUpYCHas 3amuTa (A3) T0mKHA MPEACTaBIATH COO0H MacITabupyeMoe pelleHre, 00eCeYrBaroliee yCToOHunBoe (pyHKIIMOHUPOBAHNE
B JIOKAJIBHO CETH paboYMX CTaHLUI U CEPBEPOB.

B pamkax Bcelt opraHu3aiiu JOHKHBI HCIIOJB30BATHCS SMHBIE AHTUBUPYCHBIE cpeacTBa. OTACIBHO CTOSIIIUE MEPCOHAIBHBIE KOMIIBIOTEPHI,
TO €CTh HE MOAKIIIOYEHHBIE K €IUHON CHCTEME aHTHBUPYCHOM 3allIUThI, B TOM YHCJIC HAXOISIINECS Ha YIAICHHBIX TEPPUTOPHSIX, TOJKHBI
OBITh 3aIUIICHB HHTETPUPOBAHHBIM MPOrPAMMHBIM MTPOIYKTOM, BKITFOUAIOIIUM B CE0SI 3alIUTY OT BCEX THUIIOB BPEIOHOCHBIX MTPOTPaMM
(aHTHBHPYC).

[IporpaMmHubIit HHTEp(dEIC BceX aHTUBHPYCHBIX CPEICTB, BKIFOUAs CPEICTBA YIIPaBICHHS, TODKEH OBbITh Ha PYCCKOM si3bIke. JIiist
OpraHu3aIrii IMEIOIIUX 0(HUCHI 32 TPAHHUIICH JTOJIKHA IMEThCS BO3MOKHOCTD BBIOOpPA s13bIKa HHTEp(eiica KOHCONMH YITPaBICHUS IS
MIOAKITIOYSHUSI K CepBEpy aIMUHHCTPHPOBAHUsL, O3 IepeyCTaHOBKH KOHCOJH U cepBepa uisi T nepcoHana poIHoOi S36IK KOTOPOTO
OTIIMYAETCs OT PYCCKOTO.

Bce aHTHBUpPYCHBIE CpeACTBa, BKIOUYas CPEJCTBA YIpaBIECHHs, JOJDKHBI 00/1a1aTh KOHTEKCTHOM CIIPaBOYHON CHCTEMOM Ha PyCCKOM S3bIKE.
TexHuyeckue napaMeTphl MPOrpaMMHBIX CPEICTB aHTUBUPYCHOM 3alIUTHI JIOJKHBI COOTBETCTBOBATH WIJIM MPEBOCXOAUTH CIICAYIOLIHE
yKa3aHHBIE TapaMeTpPhl:

AHTI/IBI/IpyCHBIe Cpe€acTBa U CPEACTBA HEHTPAIU30BAHHOI'O YIIPABJICHUA JOJKHBI BKJIIOYATh:

* JIMIICH3UOHHBIE (DaiiyIbl KIF0Yel Ui MaKeTOB aHTHBUPYCHOTO MporpaMMHoro obecrnedenus (AI1O); mpu HCHONB30BaHUU CXEMBI C
HECKOJIbKHMH CepBEpPaMH YAAICHHOTO aAMUHUCTPUPOBAHHUS KJIACTEPHAs TEXHOJIOTHU ISl OPraHU3ALMH CBSI3U MEXIY CepBepaMu He
TpeOyeTcs TOMOTHUTEINIBHBIX JTUICH3UH Ha CBS3b MEXIY CEpBEPAMHU.

* IpOrpaMMHBIE CPEJICTBA aHTHBUPYCHOM 3aIUTHI pab0YNX CTAHIHH, CEPBEPOB U MOOMIIBHBIX YCTPOHCTB (cMapT(hOHOB, IUIAHIIIETOB)

* areHT aJJMUHHUCTPHUPOBAHHUS JUTS BBITOJHEHHS CBA3U MKy CEPBEPOM aJMUHHCTPHPOBAHUS U 3aIUIIAEMbIMHU y3JIaMU

* IpOorpaMMHBIE CPECTBa LIEHTPATU30BaHHOTO YIIpaBiIeHHs, MoHuTOpuHra 1 o6HoBneHust Ha OC Windows, Linux/BSD, Mac OS,
mobmnbHbIe OC Android;

* IpOrpaMMHBIE CPEICTBA LIEHTPATU30BaHHOTO YIIPABJICHHs 10DKHEI HMeTh WEB KoHCOMB 171 yrpaBineHust ¥ GOPMUPOBAHHUS OTYETOB;
* LICHTPAJIM30BaHHOE YIIPABICHUE MOXKET OCYIIECTBISTHCS € JF000ro ycrpoiictBa uepe3 Web - 6paysep;

* IpOrpaMMHBIE CPEICTBA LIEHTPATN30BaHHOTO YIIPABICHHsI MOTYT ycTaHaBiIuBaThesl HA Windows u Linux miatdopmsr

* 0OHOBIISIEMBIC AHTUBHPYCHBIE 0a3bl JAHHBIX M KOMIIOHEHTEI SIIpa aHTUBUPYCHOW CUCTEMBI,

* [Ipokcu- cepBep - KOMIIOHEHT JUIsl 0OeCTIeueHHs BBICOKOH MacIITaOMpyeMOCTH PEILCHUs U yMEHBIICHHS Harpy3KH Ha IIEHTPaIbHbIH
cepBep aAMHUHUCTPUPOBAHUS

* HaJTMYKMEe MHCTPYMEHTA JJIsl OOHAPYKEHHST HEU3BECTHBIX KOMITBIOTEPOB, OCYIIECTRIIIONIET0 aBToMaTiyeckuii morck [1K B jokanbpHOH ceTn,
6e3 HeOOXOMMOCTH OCYILECTBIISITh MX PYYHOM MOUCK U T00ABJICHHE;

Ocbl KyKat « DIEKTPOHIBIK KYIKAT XKIHE IEKTPOH/LIK LH(pibiK Kostanba Typaisy Kasakeran Pecny6imkacsinbii 2003 xbutrst 7 kanrapaarst N 370-11 3aupt 7 GaGbinbin 1 TapMarbina colikec Karas TachIFbIUTAFbl KyxkatiieH Gipeii

Jauuslit JokymenT cornacho nyHkry 1 craten 7 3PK ot 7 susapst 2003 rosa N370-11 «O6 51eKTpOHHOM JI0KYMEHTE U DJIeKTPOHHOH LH(POBOIT MOINHUCHY) PABHO3HAYCH JOKYMEHTY Ha GyMaKHOM HOCHTEIIE
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* HAJIMYKE Pa3InYHBIX BAPUAHTOB YCTAHOBKH ar¢HTOB 8 IMUHHCTPUPOBAHHUS KIIMCHTCKOW YaCTH aHTHBUPYCHOTO ITPOTPaMMHOT0
o0ecrieueHus Takue Kak:

YAAJICHHO WU JIOKAJIBHO :

- Push ycranoBka,

- YcraHoBKa yepe3 e-mail,

- YcraHOBKa ¢ IPUMEHEHHEM CheMHOro Hocutelst , Hanipumep USB,

- JloxanpHasi yCTaHOBKA;

* 3KCIUTYaTallMOHHYIO JOKYMCHTAIIHIO Ha PYCCKOM SI3BIKE.

» Hanuuue BbIICIEHHOTO MPOTPAaMMHOT0 HHCTPYMEHTA [T YIPABJICHHS JTUIICH3UAMHU. C ero MOMOIIBI0 MOYXKHO OTCJICKHBATH JTHIICH3UH,
AKTUBHPOBAHHBIC MOJYJIH M CBA3AHHBIC C JIMIICH3USIMUA COOBITHS, TAKHE KaK OKOHYAHUE CPOKA ICHCTBUS, UCTIOIB30BAHUE U aBTOPH3ALIUS.
» Hanuuwe BbIACICHHON YTHIMTHI TS CO3MAHMS JIOKATBHOTO XPaHUJIMIIA BUPYCHBIX CUTHATYP, 03 UCIIOIB30BaHUSA cepBepa
LCHTPAIM30BaHHOTO YIPABJICHUS.

» Hannure BO3MOXKHOCTH OpraHu3aiiu AByX(HaKTOPHOM ayTCHTH(UKAIIUK MOJIb30BaTeIe KOHCOIH CepBepa EHTPAIH30BaHHOTO
yIpaBlICHHUS.

TpeboBaHus K IPOrpaMMHBIM CPEICTBaM aHTUBHPYCHOM 3aIIUThI pabounx craHuuii nox ynpasienueM OC cemeiictBa Microsoft Windows
[IporpaMmHbIe CpeacTBa aHTUBUPYCHOM 3aIIUThI paboumx cTaHIui oy ynpasieHueM cemeiictBa OC Microsoft Windows nomkHbI
(GYHKIMOHHPOBATH Ha ciienytomux Bepcusx OC:

* Microsoft Windows Vista;

* Microsoft Windows Vista x64;

* Microsoft Windows 7

* Microsoft Windows 7 x64.

* Microsoft Windows 8

* Microsoft Windows 8.1

* Microsoft Windows 10

[IporpaMmHbIC CpeaicTBa aHTHBUPYCHOM 3aIIUThI pabouymx cTaHIui Mo yrpasieHueM cemeiictBa OC Microsoft Windows momkHbI
obecreynBaTh peaan3alyio CIeAyIoINX (GYHKINOHATBHBIX BO3MOXKHOCTEH:

* pHTepdelic aHTUBHPYCHOTO MIPOrPAMMHOTO 00ECTIeUeHHUs! JOJKEH 00eCIeYNBaTh MOIEP)KKY CEHCOPHBIX KPaHOB U KPAHOB C BHICOKHM
paspeuieHuem;

* PE3UICHTHBIN aHTUBUPYCHBI MOHHUTOPHHT;

* BO3MOYKHOCTb MOJIHOCTBIO CKPBITh HHTepdelic antuBupycHoro [10

* aHTUBHPYCHOE CKaHHPOBAHKE [10 KOMaH/IE ITOJIb30BATENs WM aIMHHUCTPATOPA;

* aHTUBHPYCHOE CKaHWPOBAHHE 110 PACIIUCAHHIO;

* aHTUBHPYCHOE CKaHHPOBAHHE IIPU ONPEICTICHHBIX yCIOBHIX:

- ociie OOHOBJICHH aHTHBUPYCHBIX 0a3 TaHHBIX;

- K@)XIbIH pa3 MpH 3aIycKe KOMIIBIOTEPa;

- K@)X/Ible CyTKH IIPYU MIEPBOM 3aIyCKe KOMIIBIOTEpa;

- pu ycnemHoM VHtepreT unu VPN coennHenuy;

- BXOJ] [TOJIb30BATEIIS;

- Ip¥ OOHAPyIKSHHUH TT0JJO3PUTEIBHON aKTHBHOCTH, B TOM YHCIIC M aKTUBHBIM MOJYJIEM «3aIllHTa B PEKUME PEaTbHOTO BPEMEHI.

- COCTOSIHHE TIPOCTOsI, aBTOMAaTHYECKH CKaHUPYET JIOKAIbHbIEC TUCKH, €CITH KOMIIBIOTEP HAXOAUTCS B COCTOSIHUU IIPOCTOSI, B OTHOM U3
CJIE/TyIOIINX TPEX PEKUMOB: 3aCTaBKa, OJIOKHPOBKA KOMITBIOTEPA, BBIXOJ] ITOJIb30BATEILS

* HalM4ue 3a/1auu Ha BeikIroueHue [1K no 3aBepiueHHo CKaHUPOBaHUS

* aHTHBHUPYCHOC CKaHHpOBaHKE Tpaduka o ciaexyronmM npotokonam: FTP, HTTP u HTTPs, POP3 u POP3s, a tak sxe IMAP u IMAPs
TpaduKa.

* HaJIMYKeE JOMOJHUTEIBHOI0 MOYJIS 110 3amuTe JokyMeHToB Microsoft Office u ckanupoBanuu npoxozsmux depes Internet Explorer
(aitnos

* 3aIUTa OT €Ille HEU3BECTHBIX BPEJOHOCHBIX IPOTrPaMM Ha OCHOBE IBPUCTUYECKOIO aHANIN3a;

* BO3MOYKHOCTb JOOABIISITH B UCKIIFOUECHUSI TOJIBKO OIpe/IeJIeHHbIC YTPO3bl, B HE3aBUCUMOCTH OT UX MecToHaxoxaeHus Ha [1K:

* 00Hapy’KeHHUE CKPBITBHIX IIPOLIECCOB;

* BO3MOYKHOCTh yCTaHABJIMBATh TOJIBKO HEOOXOIUMbIE KOMIIOHCHTHI aHTUBHPYCHOM 3alUThI (MOIY/IbHAsl YCTAaHOBKA);

* BO3MOYKHOCTb OTKJIIOUEHHsI aHTHBUPYCHOU 3aLIUTHI IPU HEOOXOIMMOCTH;

* aHTUBHPYCHAsI IPOBEpKa U JiedeHue Qaitnos, ynakoBanHbix nporpammamu tuna PKLITE, LZEXE, DIET, EXEPACK u mip.;

* aHTHBHPYCHas POBEPKa U JeueHue (ailios B apxuBax ¢popmaroB ARJ, BZ2, CAB, CHM, DBX, GZIP, ISO/BIN/NRG, LHA, MIME,
NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE;

* CoZlepKaTh HACTPAMBAEMYIO CHCTEMY TpeaoTBpaiieHus Bropxkenuit Host Intrusion Prevention System (HIPS) mst npenoTBpamnienus
TIOMBITOK BHELITHETO BO3JICHCTBYSI, N3MEHEHN, @ TaK XKe JUIsi MOHUTOPHHTA MPoLeccoB, (ailyioB u kiouei peectpa;

* BO3MOXKHOCTb padoTsl HIPS o psiny 3apaHee mOArOTOBICHHBIX PEXKUMOB (QDHUIIBTPALIH;

* obecreynBaTh 3alIUTY OT XaKePCKHX aTak, MyTeM HCIIOJIb30BaHU MEXKCETEBOTO SKpaHa ¢ CUCTEMOM 0OHapyXEeHHs U IPeJOTBPaLICHHs
Bropxenuii (IDS/HIPS) npu paGoTe B BEIYUCIUTENBHBIX CETSX JIIOOOTO THIIA, BKIIOYast OSCIIPOBOIHEIE;

* IEPCOHANBHBIN (aiiepBo;

* BO3MOYKHOCTh HACTPOMKH HECKOIBKUX Mpoduieil paiiepBona, ¢ aBTOMaTHISCKUM IEPEKII0YSHUEM JaHHBIX TPOGUIICH, TP BBIIOIHEHUH
OIpeJIeNICHHBIX YCIOBUH;

Ocbl KyKat « DIEKTPOHIBIK KYIKAT XKIHE IEKTPOH/LIK LH(pibiK Kostanba Typaisy Kasakeran Pecny6imkacsinbii 2003 xbutrst 7 kanrapaarst N 370-11 3aupt 7 GaGbinbin 1 TapMarbina colikec Karas TachIFbIUTAFbl KyxkatiieH Gipeii

BGyMaKHOM HOCHTElIe
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* yIIpaBJICHHE BCEM CETEBBIM TPAMKOM KOMITBIOTEpa B 000X HANPaBICHUAX;

* HU3KOYPOBHEBOE CKaHUPOBaHKE TpaduKa;

* oJAepIKKa nportokoia [Pvo;

* IIOJI/IePIKKa BCTPOCHHOI MECOYHUIIBI IS 3aIUTHl OT YIPO3 HYJIECBOTO JIHS;

» Moxyib ckanupoBanus UEFI;

* BBIJICJICHHBII MOJIYJIb 3alUTHI OT BUPYCOB IIU(PATOPOB;

* 3aIyCK 3a/1a4 110 PACIHUCAHUIO W/WIIN Cpa3y MOCIe 3arpy3KH ONEePalliOHHON CHCTEMBI;

* BO3MOYKHOCTb YIIPABJICHHUS JIOCTYIIOM K BeG-pecypcam, IyTeM CO3JIaHusl CIMCKa 3a0I0KMPOBaHHBIX JTHO0 pa3pelleHHbIX BeO-caliToB, a
TaKOKe IyTeM 3aIpeTa BceX BeO-caliToB, KpOMe TeX, KOTOPbIe BHECEHBI B CIIUCOK Pa3pelICHHBIX;

* aKTHBHBIH PEXUM (UIBTPALNH IS IPHIOKEHHUH, a TaK )K€ BO3MOXKHOCTh OTKITIOYEHHs (PHUITBTPALIUK MIIH TIEPEBO B ITACCUBHBIH PEKUM
JUTSL NCKITIOUCHHBIX TTPUIOKCHHIH;

* HaCTpanBaeMBbIil BeO-KOHTPOJIb [0 KATETOPUsIM CalTOB, TIO3BOJISIONIHI 3aJaBaTh IPaBUJIa IPUMEHEHHS TIOJINTUKH UCIIOIB30BaHUsI CETH
HHTepHeT Ha ypoBHE IOJIb30BaTeNe WK TPy MOIb30BaTeIeH;

» Hanmuue B Mopysie BeG-KOHTPOJIS BOSMOKHOCTH KAaCTOMHU3ALNH CTPAHULIBI TPEAYTIPEKICHHS MM OJIOKHMPOBAHUS

* buIIBTpaIMY VIS TOBEPEHHBIX NPHIIOKECHUIA;

* CKAaHUPOBaHKE U3 KOHTEKCTHOTO MEHIO;

* OTKJIIOYEHHE (PUIIBTPALIUHK JUTS TOBEPEHHBIX BeO-aIpECcoB;

* OTKJIIOYEHHE GUIIBTpaLuy TS JoBepeHHBIX [P anpecos;

* BO3MOYKHOCTb UCKJIFOUHTH U3 MIPOBEPKH JIOBEPEHHBIC MPOLIECCHI, XA CYMMBI, (hailJIbl M TTAIKH.

* HacTpolKa HECKOJBKUX Npoduieil 0OHOBICHUH (HanpuMep, s MOOMIBHBIX HOJIB30BATENEi) C BO3MOKHOCTBIO OOHOBIICHUS U3 CETH
Wntepner;

» Hannuue areHTa aAMHHUCTPUPOBAHUS aHTUBHPYCHOTO IporpaMMHoro obecnederus (AI1O) ms pabounx craHiui

* HaJTMYMeE IUIaHUPOBIIMKA B KJIIMeHTe aHTHBHUpYycHOro [10;

* BO3MOYKHOCTb [IEHTPaJIM30BaHHO IOCMOTpPETh 001Iyto nHdopmaruio o coctostuun 1K, 00 ycTaHOBICHHBIX MPUIIOKEHUSX, CIyX0aX,
CETEeBBIX MOJKIIIOYSHUAX H T.J. C BOSMOKHOCTBIO OTCIIC)KUBAHHS H3MEHEHHH U MX aBTOMaTHYECKOTO CPaBHEHUSI C ITOMOIIBI0 CHUMKOB I10
BPEMEHHOMY HHTEpBaJLy, a TaK )K€ BO3MO)KHOCTh BHECEHHsI H3MEHEHHH (OCTaHOBKA IPOIIECCOB U IPaiBEpOB, yIaJICHHE U BOCCTAHOBIICHUE
3amucei peecTpa U CUCTEMHBIX (DaiiJIoB) BOCCTaHABIMBAIOIINX KOPPEKTHYIO pabOTy CHCTEMBL,

* PO U BCE OCHOBHBIE MOJYJIH IIPOAYKTA He TPeOYIOT Mepe3arpy3Ky U aKTHBHBI Cpa3y MOCIE YCTaHOBKH;

* HaJTMYKeE CHeUATN3UPOBAHHON YTHIIUTHI Ut cOopa (aiiyioB KypHaaoB 0 KOHQHUTYpaIlMU CHCTEMBI, yCTAHOBKE U (QyHKIIMOHUPOBAHUI
QHTUBHPYCHOTO MTAKeTa JJIsl yCKOPEHHS PeIICHUsI IPOOIIeM MPpU BO3MOXKHBIX MIPOOJIEeMaX ¢ aHTHBUPYCHBIM ITaKETOM

* HAJTMYKME MOJYJISl CKAHUPOBAHHS B COCTOSIHUM TIPOCTOsI, aBTOMAaTHIECKH CKaHUPYET JIOKAIbHbIE TUCKH, €CIIH KOMIIBIOTEp HAXOAUTCS B
COCTOSIHUM IIPOCTOS, B OZTHOM M3 CIIEAYIOIIUX TPeX PEeKUMOB: 3aCTaBKa, OJIOKMPOBKA KOMIIBIOTEPA, BBIXO/ I0JIb30BATEIN

* BO3MOYKHOCTb MOJAKJIIOYCHHS YK€ YCTAaHOBICHHBIX JIMLCH3UI aHTHBUPYCHOM 3aIlUTHI pabOYMX CTAHLIUH K CepBepy LEHTPaIN30BaHHOTO
yrnpaBieHus 6e3 HeoOXOJUMOCTH YAAJICHHUS CYIIECTBYIOIIETO ITaKeTa aHTUBUPYCHOM 3aLUTHI, IIyTeM yCTAHOBKHU areHTa
aJIMUHUCTPUPOBAHHS ;

* 3amycK OOHOBIICHUS aHTUBHUPYCHBIX 0a3 JaHHBIX MIOCIIE YCTAHOBKU MOJIGMHOT0 coequHeHus mii VPN;

* BO3MOYKHOCTb CO3/IaHHs 3aJa4H 3aITyCKa MIPUJIOKEHHS CTOPOHHETO IIPOM3BOTUTEIIS B INIAHUPOBIIUKE aHTHBUPYCA IIPU ONPEACICHHBIX
YCJIOBHSIX WJIM TI0 BpEMEHHOMY HHTEpBaIY;

* 3aIlIUTa HA JICTY OT BPEAOHOCHBIX CIICHApHEB, 3arpykaeMbix ¢ Web-cTpanun

* GJIOKMPOBAHKE HEXKEIATEIbHBIX ¥ PEKIaMHBIX COOOLICHHUH

* caM000y4YaeMblii aHTHCIIaM;

* 3aIKTa MOYTOBBIX KIHEHTOB: Microsoft Outlook, Outlook Express,Windows Mail, Windows Live Mail;

* 4yepHbIe U Oelble CIIMCKH aHTHCIIaMa, CITCKU HCKITIOUeHUI

* YCKOpEHHE MpoLecca CKaHUPOBaHHUS 3a CUET MPOIyCKa OOBEKTOB, COCTOSHIE KOTOPBIX CO BPEMEHHU MPOLLION NPOBEPKU HE U3MEHUIIOCH;
* Hanm4yKe (QyHKIMOHAIBHOCTH UCIIONB30BaHMsI OOIIEro JIOKaJIbHOTO KAIIa JJIs HOBBILICHUS] CKOPOCTH CKAHUPOBAHUS B
BUPTYaJIM3UPOBAHHBIX CPE/iax;

* 3aUTa OT (PMIIMHTA: 3AIIUIIAET OT MOMBITOK MOJTYYUTh MAPOJIH U APYTYI0 KOH(PUASHINATbHYIO HHPOPMAIIHIO, 3anpelias J0CTYII K
BPEZIOHOCHBIM BeO-caiiTaM, KOTOpbIe IPHHUMAIOT BHJ] HOPMAJIbHBIX Be0-CaiTOB;

* 3amuTa OT IKCIUIOUTOB: GIOKUPOBIIUK IKCIIONTOB KOHTPOJIHPYET TIOBEICHHE IIPOLIECCOB M BBIBIISLET IOJO3PUTEIBHYIO aKTHBHOCTb,
KOTOpas SIBISIETCS TUIIMYHOM JUIS LIEJIBBIX aTak ¥ paHee HEM3BECTHBIX 3KCILIONTOB — YIpoO3 HYJIEBOTO JTHS

* HAJTMYKME MOJYJISl CKAHMPOBAHHUS TTaMSITH, KOTOPBIN OTCIICKUBACT IIOBECHHE IPOIIECCOB U CKAaHUPYET 370BPEIHbIC IPOLIECCHI, KO OHH
CHHMMAIOT MaCKHPOBKY B IIaMsITH;

* 3aIIUTa OT OOTHETOB: IOMOTaeT OOHAPYKHUBATh BPEJOHOCHBIE ITPOTrPaMMBI, aHAIU3UPYS UX CXEMBI OOMEHA JTAHHBIMHU U TPOTOKOJIBI

* PEryJIMPOBKa PacIpe/ieIeHHs pecypcoB pabodell CTaHIIMU MEXAY aHTUBHPYCOM M APYTUMH MTPUIIOKEHHSIMH B 3aBUCHMOCTH OT
MIPUOPUTETHOCTH 3aJ1a4: BO3MOXKHOCTh POJI0JDKATh aHTHBUPYCHOE CKAHHPOBAHUE B (POHOBOM pPEIKHME;

* HaCTpOKKa JIMMHUTOB CKaHHPOBAHHUS 110 [TapaMeTpaM — IITyOnHa BIO)KEHHOCTH (apPXHUBOB), pa3Mepa 00beKTa U BpeMEHH CKaHUPOBaHUS
00BEKTA;

* HAJTMYKE MOJYJISl, O3BOJISIOIIETO IPOBOANTH aBTOMAaTHUECKOE CKAHMPOBAHUE CO/ICP KAHNS MTOJIKIII0UYaeMbIX BHEITHUX YCTPOICTB
XpaHEeHUs! JJaHHBIX, a TaK )K€ MPUMEHSITh PacIIUPEHHBIH aHAIN3 IS 3amycKa (aiJioB C TAKUX YCTPOMCTB;

* HAJTMYKME MOJYJIsl, O3BOJISIOIIET0 HACTPOUTh OrPaHUYEHHs TOCTYyTa (HET JOCTYIIa, TOJIBKO YTEHHE, MONHBIH JOCTYII, IPEAYyIPEkKICHUE)
JUTSL Ka)XKJIOTO TI0JIB30BATeIIs WM JUIsl TPYIIIBI HOJIb30BaTeneil kak o Tumy ycrpoiictsa ( CD/DVD/Blu-Ray, USB xpanunuiua nanssix, USB
MIPUHTEPHI, yCTpoiicTBa 00paboTkH H300paxeHuii, YcrpoiictBa FireWire, kapa punepos, mogemos, LPT\COM noptsl, Bluetooth
YCTPONCTBA) TaK M 110 33AaHHBIM aTpUOyTaM (IIPOU3BOAUTENb, MOJIENb, CEpHIHHBII HOMEp) 3a1aBaTh O/IHO MPABIJIO HA HECKOJIBKO YCTPOWCTB

>
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e uarerpanys ¢ MS NAP u CISCO NAC;

* BO3MOYKHOCTh ()OPMHUPOBAHHUS aBapPUIHBIX JaMIIOB MaMSATH, Ha CIIy4dail cOOs PUITOKCHUS

* BO3MOXKHOCTh OTKaTa OOHOBJICHHI BHPYCHBIX 0a3 Ha MPEABIAYIIHE BEPCHH U MPUOCTAHOBKA X OOHOBJICHUS C TTOCICTYFOIIHM
aBTOMATHYECKUM BKITIOUCHHEM OOHOBIICHHS Yepe3 YKa3aHHBIN TPOMEKYTOK BPEMCHH;

* Han4ue QyHKIIMOHATBHOCTH BO30OHORBIISATH MPEPBAHHBIC 3arpy3KH 0a3 TAaHHBIX CUTHATYP BUPYCOB U MOJIYJIH ITPOIYKTOB MPH
OOHOBJIEHHUU;

* HHTErpanus ¢ neHTpoM 6e3onacHoctn Windows;

* HHTETpaIys ¢ HEHTPOM oOHOBICHN Windows , UIs yCTAaHOBKH MaTUYeH 3aKPhIBAIONIMX OOHAPYKECHHBIC YA3BUMOCTH, C BRBIOOPOM
HEOOXOIMMBIX OOHOBJICHUH OT «HEO0SM3aTEIBHBIX» OOHOBICHHN 10 «KPUTHICCKUX);

* HACTpOMKa MPOBEPKU HCIIOTHIEMBIX (ailJIOB M 3arpy304HBIX 001aCTel KOMITBIOTEPa B KAUeCTBE OTACIBLHOU 3a/1a4H;

* TEXHOJIOTMH CaMO3aIUThI TIPUIIOKEHUS, 3aIIUTHI OT yIaJICHHOT0 HECAaHKIIMOHUPOBAHHOTO YIPABJICHHUS! CEPBUCOM MPUIIOKEHHS, a TAKIKE
3alMTHI JOCTYIA K MapaMeTpaM MPHIOKESHHUS ¢ TIOMOIIIBIO TapOJist, TIO3BOJSIOIINX H30€KaTh OTKIFOUCHHS 3aIlUTHI CO CTOPOHBI
BPEIIOHOCHBIX MIPOTPaMM, 370YMBIIICHHUKOB WJIM HEKBATH()UIIMPOBAHHBIX MOJIH30BATEICH;

* MPOBEPKa HATMYHS aKTYaIbHBIX OOHOBJICHHI CHCTEMBI,

* HaJIMYKE HACTparBaecMOi (DYHKIIMK aBTOMAaTHYECKOTO CKPBITUS YBEIOMJICHUH ITpU paboTe aHTUBHPYCA VIS TPHIIOKCHUH, pabOTaIOIHX B
MTOJTHO3KPAHHOM PEXHME, T.C. IPH PabOTe MPUIIOKEHHS B TIOJTHOPKPAHHOM PEIKUME Ha IKpaH HE BBIBOAATCS HHGOPMAIHOHHbIC
YBEIOMJICHUSI 0 pab0Te aHTUBUPYCHOTO MPOrPAMMHOTO 00CCIICUCHHS;

* HaJIMYKME MHOYKECTBA MyTEH YBEIOMJICHUS aIMUHHCTPATOPOB O BAXKHBIX COOBITHSX, MPOUCXOSIINX Ha paO0OUUX CTAHIUAX (TIOUYTOBOE
COO0OIIICHNUE, BCILIBIBAIOIIEE OKHO, 3aITUCh B )KypHAJ COOBITHIA);

* OOHOBJICHHE MTPOTPAMMHBIX CPEJICTB U AHTHBUPYCHBIX 0a3 U3 pa3HbIX HCTOYHHUKOB, KaK M0 KaHalaM CBSI3H, TaK U HA OTUYKIACMbIX
HOCHUTEISIX HHGOPMAITUH;

* 3KCIOPT JIOTOB U 0TYeTOB B hopmatel XML, TXT, DAT, DMP;

* HaM4ue 00JaYHON TEXHOJIOTUH IETCKTUPOBAHUS HEH3BECTHBIX YIPO3, KOHTPOJIb MPHUIOKECHUI HA OCHOBE PEMyTAllMOHHOTO CEPBHCA;

* HAJIMYKE CUCTEMBI TIepeIaud 00pa3iioB BPEIOHOCHOTO KOJa BUPYCHBIM 3KCIIEPTaM aBTOMATHUCCKH I BPYUYHYIO;

* BO3MOXHOCTh CO3/JJaHHS JUCKOB aBapUIHOTO BOCCTAHOBJICHUS;

* S5KOHOMHS JIEKTPOIHEPTHH B PEKUME aBTOHOMHOT'O ITUTAHHUS,

* CHCTEMHbIC TpeOOBaHUS HE HOJKHBI TpeBbIiaTh: 300M6 RAM, HDD 116, Processor Intel unmu AMD, ognosinepHsIid, x86 wnu x64 11T,
* pasMep IUCTPUOYTHBA AaHTUBUPYCHOTO MAKeTa He JOJKEH MpeBbImaTh — 165 M6.

TpeboBaHus K IPOrpaMMHBIM CPEICTBaM aHTUBHPYCHOH 3aIIUTHI cepBepoB nox ynpasienueM OC cemetictBa Microsoft Windows

IIporpaMMmHbIe CpeaicTBAa aHTHBUPYCHOM 3aIlIUTHI CUCTEM CEpPBEPOB Mo ynpasieHueM cemeiictBa OC Microsoft Windows momkHbI
(YHKIMOHHPOBATH Ha ciienyromux Bepcusax OC:

* Microsoft Windows Server 2008 (x86 u x64)

* Microsoft Windows Server 2008 R2

* Microsoft Windows Server 2012

* Microsoft Windows Server 2012 R2

* Microsoft Windows Server 2016

* Microsoft Windows Server 2008 x64 R2 SP1 / x64 R2 CORE
* Microsoft Windows Server 2008 x86 SP2 / x64 SP2 CORE
* Microsoft Windows Server 2012 x64 / x64 CORE

* Microsoft Windows Server 2012 x64 R2 / x64 R2 CORE

* Microsoft Windows Hyper-V Server 2008 R2

* Microsoft Windows Hyper-V Server 2012

* Microsoft Windows Hyper-V Server 2012 R2

Cepgepsn! Storage, Small Business u MultiPoint:

* Microsoft Windows Storage Server 2008 R2 Essentials ¢ makerom oOHoBneHus |
* Microsoft Windows Storage Server 2012

* Microsoft Windows Storage Server 2012 R2

* Microsoft Windows Small Business Server 2008 (x64)

* Microsoft Windows Small Business Server 2011 (x64)

* Microsoft Windows Server 2012 Essentials

* Microsoft Windows Server 2012 R2 Essentials

* Microsoft Windows MultiPoint Server 2010

* Microsoft Windows MultiPoint Server 2011

* Microsoft Windows MultiPoint Server 2012

IIporpaMMmHbIC CpeicTBAa aHTHBUPYCHOM 3aIUThl GaliIOBBIX CepBEpOB o/ yrpasieHueM cemerictea OC Microsoft Windows qomKHbBI
00eCIeYrBaTh PEATH3AIIUIO CICAYIOMUX QYHKIIMOHATBHBIX BO3MOXKHOCTEH:

* puHTEp(ENC AHTUBUPYCHOTO IPOrPAMMHOTO 00ECTIeUeHHUs JOJKEH 00eCIEYnBATh MOIEPIKKY CEHCOPHBIX 9KPAHOB U KPAHOB C BHICOKHM
paspelieHeM;
* Pe3UIEHTHBINH aHTMBUPYCHbI MOHUTOPHHT;
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* aHTUBHMPYCHOE CKaHMPOBaHME 110 KOMaH/Ie M0JIb30BaTeNsl WK aIMHHUCTPATOPa;
* aHTUBHUPYCHOE CKaHMPOBAHME IO PACIIUCAHUIO;

* aHTUBHUPYCHOE CKaHUPOBAHUE MPH ONPEECICHHBIX YCIOBUIX:

- ociie OOHOBJICHH aHTHBUPYCHBIX 0a3 TaHHBIX;

- KaXJIplii pa3 NpH 3aIlyCcKe KOMIBIOTEPA;

- KaXJIple CyTKH IIPU IIEPBOM 3aIlyCKe KOMIIBIOTEPA;

- pu ycnemHoM VHtepreT unu VPN coennHenuy;

- BXOJI [10JIb30BaTEIIs;

- Ip¥ OOHAPYIKSHHUH TTOJJO3PUTEIBHON aKTHBHOCTH, B TOM YHCIIC M aKTUBHBIM MOJYJIEM «3alllHTa B PEKUME PEaIbHOTO BPEMEHM.

* aHTHBHPYCHOE CKaHHpoBaHKe Tpaduka 1o ciaexyronmM npotokonam: FTP, HTTP u HTTPs, a tak ke POP3 u POP3s tpaduka

* aHTUBHpPYCHOE ckaHupoBaHue Hyper-V Ha Hanuune BUpYcoB Ha Ge3areHTHON OCHOBE

* 3aIUTa OT €Ille HEU3BECTHBIX BPEJOHOCHBIX IPOTrPaMM Ha OCHOBE IBPUCTUYECKOIO aHANIN3a;

* collepXKaTh HACTPAMBAECMYIO CUCTEMY TpeaoTBpaiieHus sropxkenuit Host Intrusion Prevention System (HIPS) mist npenoTBpamnienus
TIOTBITOK BHEIITHETO BO3JICHCTBYSI, N3MEHEHN, a TaK e JUIsi MOHUTOPHHTA MPOoLeccoB, (ailyioB u kiouei peectpa;

* BO3MOXKHOCTH padoTsl HIPS 1o psiny 3apaHee MoAroTOBIEHHBIX PEXXUMOB (QHIbTPALIMU

* BO3MOYKHOCTb JO0OABIISITh B UCKIIFOUESHUSI TOJIBKO OIpe/ieJIeHHbIe YTPO3bl, B HE3aBUCUMOCTH OT UX MecToHaxoxaeHus Ha [1K:

* BO3MOXXHOCTb MCKIIFOUUTbH ONIpeeSICHHbIE IIPOLECChl IPMIIOKEHUH, X311 CYMMBI U3 CKAHUPOBAaHMS Ha HaJIMuUe BUPYCOB;

* 0OHapy>KeHUE PYTKUTOB (CKPBITHIX (hailJIOB/CHCTEMHBIX aHOMAIHUH);

* aHTUBHPYCHAsI IPOBEpKa U JiedeHue Qaiinos, ynakoBanHbix nporpammamu tuna PKLITE, LZEXE, DIET, EXEPACK u mip.;

* aHTHBHPYCHas POBEPKA U JeueHue (ailios B apxuBax ¢popmaros ARJ, BZ2, CAB, CHM, DBX, GZIP, ISO/BIN/NRG, LHA, MIME,
NSIS, RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE;

* 3aIyCK 3a/1a4 110 PACIHCAHUIO W/HMIIN Cpa3y MOCIe 3arpy3KH ONEePallHiOHHON CHCTEMBI;

* BO3MOXXHOCTb CO3/IaHU 3aJJaull 3aIlyCKa IPHI0KEHUS CTOPOHHET 0 IPOU3BOUTENS B IJIAHUPOBILUKE aHTUBUPYCA;

* 3aIlIUTa HA JIETY OT BPEIOHOCHBIX CIICHAPHEB, 3arpyKaeMbIx ¢ Web-cTpaHuis;

* BO3MOYKHOCTh HACTPOHKH ITAPaMETPOB aHTHBUPYCHOTO MaKeTa U3 MHTepdelica KOMaHIHOM CTPOKH

* (DyHKIIMS aBTOMAaTHYECKOTO OOHAPYKCHUE U UCKITIOUCHHS (aiiyioB Ha cepBepe, MMCIOIIMX KPUTHIECKOE 3HAUCHHE sl OecriepeOoiHoM
paboTsl;

* BO3MOXXHOCTb 33/1aTh KOJIMYECTBO MOJyJIed CKaHUPOBAHUS JUI YBEIMYEHUS CKOPOCTH CKaHUPOBAHMS;

* BO3MOYKHOCTb YIIPABJICHHUS JIOCTYIIOM K BeG-pecypcam, IyTeM CO3/IaHusl CIIMCKa 3a0I0KMPOBaHHBIX MO0 pa3pelleHHbIX BeO-caliToB, a
TaKoKe IyTeM 3aIrpeTa BceX BeO-caliToB, KpOMe TeX, KOTOPbIe BHECEHBI B CIIUCOK Pa3peLICHHBIX;

* aKTHBHBIH PEXUM (HUIBTPALNH IS HPUIOKEHHUH, a TaK )K€ BO3MOXKHOCTh OTKITIOUEHHsT (PHUIIBTPALUK WIIH TIEPEBO B ITACCUBHBINH PEKUM
UL UCKJIFOUEHHBIX NPUII0KEHHIH;

* CKAaHUPOBAHHUE U3 KOHTEKCTHOT'O MEHIO;

* OTKJIIOYEHHE (PUIIBTPALIUHK JUTS TOBEPEHHBIX BeO-aIpECcoB;

* MHOTOIIOTOYHOE CKaHUPOBaHUE;

* HacTpOlKa HECKOJIBKUX Mpoduiieil 0OHOBICHUI (HapuMep /ISl MOOMIIBHBIX MOJIb30BaTeNeiH) C BO3MOXKHOCTBIO OOHOBIICHHUS U3 MHTEPHETA.
* HaJlM4Me IJIAHUPOBILUKA B aHTUBHUPYCHOM I1aKeTe .

* HaJIMYME areHTa aIMUHUCTPUPOBAHMS aHTHBHPYCHOTO NporpaMMHoro obecrneuenus (AI1O) mis aitioBeIX cepBepoB

* BO3MOYKHOCTb [IEHTPaJIM30BaHHO IOCMOTpPETH 001Iyt0 nHpopmaruio o coctostuun 1K, 00 ycTaHOBICHHBIX MPUIIOKECHUSX, CIyX0aX,
CETEBBIX MOAKIIOUCHUAX U T.A. C BO3MOXKHOCTBIO OTCJIEAKHUBAHUS H3MEHEHUH U UX aBTOMaTH4YE€CKOr0 CPaBHEHUs C TIOMOILBI0 CHUMKOB IO
BPEMEHHOMY MHTEpBally, a TaK K€ BO3MOXHOCTh BHECCHUS U3MEHEHUH (0OCTaHOBKA ITPOLIECCOB U ApaiiBepoB, yAaleHUe U BOCCTaHOBJIEHHE
3amuceil peecTpa U CUCTEMHBIX (DaiiJIoB) BOCCTaHABIMBAIOIINX KOPPEKTHYIO pabOTy CHCTEMBL;

* PO U BCE OCHOBHBIE MOJIYJIH IIPOAYKTA He TPeOYIOT Mepe3arpy3Ky U aKTHBHBI Cpa3y MOCIE YCTaHOBKY;

* BO3MOXXHOCTb TTO/AKJIIOUEHHS YK€ YCTaHOBJICHHBIX JIMIIEH3UH aHTUBUPYCHOM 3aIUThl pabOYMX CTaHLUH K cepBepy LEHTPAIU30BaHHOTO
ynpaBieHus 6e3 He0OXOJUMOCTH YAAJICHHUS CYIIECTBYIOIIETO ITaKeTa aHTHBUPYCHOM 3alUTHI, IIyTeM yCTAHOBKHU areHTa
aJIMUHUCTPUPOBAHHS ;

* HanM4YKe 00IavyHOI TEXHOJIOTUH ACTEKTHPOBAHMUS HEN3BECTHBIX YIPO3, KOHTPOJIb MPUIIOKEHHH HAa OCHOBE PEIyTAl[HOHHOTO CEPBHCA;

* 3amycK OOHOBJICHUSI aHTHBHUPYCHBIX 0a3 MOCJIe yCTAaHOBKU MOJIGMHOT0 coequHeHus wii VPN;

* YCKOpEHHE Mpoliecca CKaHUPOBaHHUS 3a CUET NPOIYCKa OOBEKTOB, COCTOSHIE KOTOPBIX CO BPEMEHHU MPOLLION NPOBEPKU HE U3MEHUIIOCH;
* HAJTMYKeE CHEeIUATN3UPOBAHHON YTHUIIUTEI Ut cOopa (aiiyioB ypHaaoB 0 KOHQHUTYPAIMU CHCTEMBI, yCTAHOBKE U (QyHKIIMOHUPOBAHUI
QHTUBHPYCHOTO MTAKeTa JJIsl yCKOPEHHS PeIICHUsI IPOOJIeM MPU BO3MOXKHBIX ITPOOJIeMaX ¢ aHTHBUPYCHBIM ITaKETOM

* Hanm4yKe QyHKIMOHAIBHOCTH UCIIOIB30BaHMsI OOIIEro JIOKaJIbHOTO KAIIa JJIsl HOBBILICHUS] CKOPOCTH CKAHHUPOBAHUS B
BUPTYaJIM3UPOBAHHBIX Cpelax;

* 3aUTa OT (PMIIMHTA: 3AIIUIIACT OT MOMBITOK MOJTYYUTh MAPOJIH U APYTYI0 KOH(PUASHINATbHYIO HHPOPMAIIHIO, 3anpelias J0CTYII K
BPEIOHOCHBIM BeO-caiiTaM, KOTOpbIe IPHHUMAIOT BHJ] HOPMAJIbHBIX Be0-CaiTOB;

* 3aImuTa OT IKCIUIOUTOB: GJIOKUPOBIIUK IKCIIONTOB KOHTPOJIHPYET TIOBEICHHE IPOLIECCOB ¥ BBIBIISET ITOJO3PUTEIBHYIO aKTHBHOCTb,
KOTOpas sIBJIAETCA TUIIMYHOH [UIS LIeJIeBbIX aTaK U paHee HEM3BECTHBIX 3KCIUIOMTOB — yrpo3 HYJIEBOTO JTHS

* IOJAEPIKKA BCTPOCHHON IECOYHMIIBI AT 3aLUTHI OT YIPO3 HyJIEBOIO JHS;

» Moxyib ckanupoBanus UEFI;

* BBIJICJICHHBIN MOJIYJIb 3aLUTHI OT BUPYCOB IIU(PATOPOB;

* MOJyJIb 3aLIUTHI OT CETEBbIX aTaK;

* MOJIyJIb 3aIIUTHI OT GOTHETOB;

* HaJIM4Ke MOJYJISl CKAHUPOBAHUS IaMSATH, KOTOPBIN OTCIIEKUBAET MOBEICHUE NIPOLIECCOB U CKaHUPYET 3/10BpeIHbIC IIPOLIECCH, KOTJa OHU
CHHMAIOT MAaCKHUPOBKY B IaMsITH;

Ocbl KyKat « DIEKTPOHIBIK KYIKAT XKIHE IEKTPOH/LIK LH(pibiK Kostanba Typaisy Kasakeran Pecny6imkacsinbii 2003 xbutrst 7 kanrapaarst N 370-11 3aupt 7 GaGbinbin 1 TapMarbina colikec Karas TachIFbIUTAFbl KyxkatiieH Gipeii

Januslit Jokyment cornacho myskry 1 craten 7 3PK ot 7 susapst 2003 rojga N370-11 «O6 51eKTpOHHOM J10KyMe HICKTPOHHOH 1U(POBOIT MOINUCHY PABHO3HAYCH JOKYMEHTY Ha GyMaKHOM HOCHTEIE
e ;. = ;. i 3 ey o o g

4 = [=



Kyxat «Camypbik-Kasbinan OAK» AK 21eKTpoH Ibl HOPTAIBIMEH KYPbLUIFaH

JIoKyMeHT ChOPMHPOBAH NIOPTAIIOM HeKTPOHHBIX 3aKynok AQ «DHB «Campyk-Kasbina»

* PEeryJIMpOBKa PACIpeIeIeHHsI PECYpPCOB CepBepa MeXIy aHTUBHPYCOM H APYTUMH MPUIIOKESHUSIMH B 3aBUCHMOCTH OT IIPHOPUTETHOCTH
3a7a4: BO3MOYKHOCTB IIPOJIOJKATh aHTUBUPYCHOE CKAaHHPOBaHHE B (JOHOBOM PEXUME;

* HaCTpOKKa JIMMHUTOB CKaHHPOBAHHUS 110 [TapaMeTpaM — IITyOnHa BIO)KEHHOCTH (apXHUBOB), pa3Mepa 00beKTa U BpEeMEHH CKaHUPOBAHUS
00BEKTA;

* GJIOKMPOBKA CMEHHBIX HocuTelnel nHpopmanuu u ycrpoiicts (USB);

* HAJTMYKME MOJYJIsl, O3BOJISIOIIET0 HACTPOUTh OTPAaHUYEHHMS TOCTYyTa (HET JOCTYIa/TONbKO YTEeHUE/TIONMHBIN JOCTYI/TIPeaypexACHUE) IS
Ka)KJIOTO TI0JIB30BATEIs WM JUTs TPYIIIBI ONIb30BaTeNei kak o tumy ycrpoiictea ( CD/DVD/Blu-Ray, USB xpanunumia nanusix, USB
MIPUHTEPHI, yCTpoiicTBa 00paboTkH H300paxeHuii, YcrpoiictBa FireWire, kapxa punepos, mogemos, LPT\COM noptsl, Bluetooth
YCTPONCTBA) TaK M 110 33AaHHBIM aTpUOyTaM (IIPOU3BOANTENIE/MO/IENIB/CEPUITHBII HOMEp) 3a1aBaTh OJIHO IPABMIIO Ha HECKOJIBKO YCTPOICTB ;
* HHTErpays ¢ neHTpoM 6e3onacHoctn Windows;

* HHTErpalys ¢ eHTpoM oOHoBIeHHsT Windows, JJIs YCTaHOBKH HaTYei 3aKpBIBAIOLINX OOHAPYKEHHBIE YSI3BUMOCTH, C BEIOOPOM
HEOOXOIMMBIX OOHOBJICHHUH OT «HEO0M3aTENILHBIX» OOHOBIICHUH 10 «KPUTHYECKUX);

* moanepkka Windows Management Instrumentation

* HacTpoOlKa MPOBEPKHU UCTIONHSEMBIX (aiIoB U 3arpy304HBIX 00JacTell KOMITbIOTEpa B KA4eCTBE OT/EIbHON 3a1a4H;

* IOJIJIEPIKKa KIACTEPHBIX CHCTEM C BO3MOXKHOCTBIO aBTOMaTHUECKOr0 00bequHeHUs aHTHBHpycHOro [10 (aBTOMaTH4YeCKass CHHXPOHHU3ALHS
koHwuryparnuu 10 Ha knacTepax)

* TEXHOJIOTMH CAMO3AIUTHI IPHII0KEHNUS, 3aIUTHI OT YIaJIEHHOTO HECAHKIIMOHHPOBAHHOTO YIIPABJICHHUS CEPBUCOM IIPUIIOKEHHUS,  TAKKE
3aIIUTHI JOCTYIA K apaMeTpaM MPUIIOKEHHS C HOMOIIBIO HapoJisl, HO3BOJISIOMINX H30€KaTh OTKIIOUEHHUS 3aIIUTHI CO CTOPOHBI
BPEIOHOCHBIX MPOTrPaMM, 3JI0YMBIIUICHHUKOB WM HEKBAJIH(HUIUPOBAHHBIX IT0JIb30BATEICH;

* IPOBEPKa HAIMYHS aKTyalbHBIX OOHOBJICHHUH ONIEpalliOHHON CUCTEMBI;

* [IOJTHOLICHHas paboTa 6e3 rpaduyeckoro nHTepdelica, aAIMUHACTpUpPOBaHKe U KoH(urypuposanue AITO dyepe3 KOMaHIHYIO CTPOKY;

* BO3MOYKHOCTh aBTOMAaTH3aIU¥ PaOOTHI 32 CUCT BBHIIIOJHEHHS CLICHAPUEB, TO3BOJISIONINX KOHGHUTYpupoBaTh AITO 1 BBINONHATE Kakne-nmnoo
JICHCTBUS,

* aBTOMaTHYECKOE CKPBITHE YBEJOMIICHUI IIpH paboTe aHTUBHPYCa B MOJIHOAKPAHHOM PEXUME;

* HaJTMYMe HAaCTpanBaeMOW (yHKIIMH aBTOMAaTHYECKOTO CKPBITHUS YBEIOMIICHHI IPU paboTe aHTUBHpPYCa TS IPHIIOKEHUH, pabOTAIOIINX B
MIOJTHOBKPAHHOM PEXHME;

* HaJTMYKMe MHOXKECTBA MyTel YBEIOMJICHHS aIMUHUCTPATOPOB O BAXKHBIX COOBITHUSIX, IIPOMCXOIIIMX HAa CepBepax (MOYTOBOE COOOIICHNE,
BCIUIBIBAIOIIEE OKHO, 3aIHCh B )KypHAJ COOBITHIA);

* 0OHOBJICHHE IIPOrPAMMHBIX CPEJCTB M aHTHBUPYCHBIX 0a3 U3 Pa3HBIX HCTOYHHUKOB, KaK MO KaHaJlaM CBSI3U, TaK ¥ Ha OTYYKJAeMbIX
HOCHTEJISIX HHPOpPMALIH;

* HAJTMYME CUCTEMBI TTepeiaun 00pa3IoB BPEIOHOCHOTO KO/Ja BUPYCHBIM KCIIEPTaM aBTOMAaTHYECKHU WIIN BPYUHYIO;

* BO3MOXHOCTb CO3/1aHUs JUCKOB aBapUIHHOI'O BOCCTAaHOBJICHUS;

* pasMep IUCTpUOYTHBA AaHTUBHPYCHOTO MAKeTa He JIOJKEH MpeBbImaTh — 127 M6.

TpeboBanus K cpencTBaM aHTHBUPYCHOM 3aIIUTHI MOOHJIBHBIX YCTPOMCTB

npOl"paMMHbIe cpeacTsa ojisd aHTHBprCHOﬁ 3aIUThI CMapT(bOHOB U IIAHIIECTOB JOJIXKHBI d)yHKL[I/IOHI/IpOBaTB oJ ynpaBJICHUEM MOGHJ’[BHBIX
OC:

Android 4 (Ice Cream Sandwich) u Bbimie

[IporpaMMHBIe CpeacTBa aHTUBUPYCHOM 3aIIUTHl CMapT(HOHOB TODKHEI 00ECIIeUNBATh CIIEAYIOMYIO0 (YHKIIMOHATBHOCTD:

* BO3MOYKHOCTh IIPOBE/ICHHUS ay/ITa 0E30MacHOCTH YCTPONCTBA C FeHepalnuell oTyera;

* IOCTOSIHHAs 3alIUTY (ailioBoi crucTeMbl cMapThoHa, IJIaHIIETa;

* IPOBEpPKa BCeX MPUIIOKEHUH, (ailyioB, Namok ¥ KapThl MAMATH B PeXKUME PeaJbHOTO BPEMEHH;

* IpoBepKa 00BEKTOB (hailyIoBOI CHCTEMBI, HAXOASAIIMXCS Ha CMapT(OHE WK Ha MOJKIIOUSHHBIX KapTaX paclIupeHus HaMsITH, [0
TpeOOBaHMIO TI0JIH30BATEIIS U IT0 PACIIUCAHHIO;

* HaJIeXHOE U30JIMPOBaHKE 3apaKEHHBIX 00bEKTOB B KADAHTUHHOM XPaHUIIUILE;

* 0OHOBJICHHE aHTHBUPYCHBIX 0a3, HCIOJIB3yEMbIX IIPU ITOUCKE BPEIOHOCHBIX IPOrPaMM U yIAJICHUH OMAaCHBIX 00BEKTOB;

* OJIOKMpOBaHKe HexenaTenbHeIX SMS 1 MMS coobuieHuii;

* KOHTPOJIb TIPHIIOKSHUH JJIsl OTCICKMBAHHUS YCTAHOBJICHHBIX MPHIOKEHHH, OJIOKMPOBATH JOCTYII K ONPEACICHHBIM MPUIOKEHHUIM U
CHIDKATh CTEIICHb PUCKa, IpeAsarasi oab30BaTelsIM yIaliTh HEKOTOPbIE IPOrpaMMbl

* 3a71aHie MUHUMAJIbHBIX YPOBHEH 0€30IaCHOCTH U CIIOKHOCTh KOJJOB pa30JIOKHUPOBKHY SKpaHa;

* yKa3aHHE MAaKCHMAaJbHOTO KOJIMYECTBA HEYIaYHBIX ITONBITOK Pa30IOKUPOBKH;

* yKa3aHHe MaKCHMaJbHOTO CPOKa ISHCTBHS UL KOJla pa30JIOKUPOBKHU IKpaHa;

* HacTpoliKka TaliMepa OJIOKHPOBKH 3KpaHa;

* OIPaHUYUTH UCIIOJIb30BAHUE KAMEPBI.

* 3amUTa OT (PMIIMHTA: 3aIHTa [0JIH30BaTeNeH OT IOMBITOK IOIYYUTh apoi, 0AaHKOBCKUE AHHBIC U MPOUYYI0 KOH(UICHIINATEHYIO
nHpopMaIHIO He3aKOHHBIMH BeO-caliTaMy, BBLIAIOIMME ce0sl 3a 3aKOHHbBIE

* LICHTP YBEJOMJICHHIA: IPEIOCTABISIET CBEJICHNUS O Pa3HBIX COOBITUSX, O IPHYMHAX UX HECOOTBETCTBHUS KOPIIOPATUBHBIM IIOJIUTHKAM U O TOM
KaK 3Ty HECOBMECTUMOCTb YCTPAaHUTh

* 3aIIUTa OT KpaXku U yTepu cMapThoHa. ObecneunTb BO3MOXKHOCTD YAQICHHON OJIOKUPOBKU MOOHMIIBHOTO yCTPOMCTBA;
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Kyxat «Camypbik-Kasbinan OAK» AK 21eKTpoH Ibl HOPTAIBIMEH KYPbLUIFaH

JIoKyMeHT ChOPMHPOBAH NIOPTAIIOM HeKTPOHHBIX 3aKynok AQ «DHB «Campyk-Kasbina»

* BO3MOYKHOCTh AMCTAHIIMOHHO YIAIUTh HH(GOpMaLHUio co cMapTdoHa;

* BO3MOXHOCTb OIIPEAEINUTh JoBepeHHYI0 SIM-KapTy;

* aBTOMaTHYeCKasl CKpBITas OTHPaBKa YBEIOMIICHHUS ITOCpecTBOM SMS-coo0uieHus, ¢ npeaynpexaeHiueM o0 HCIoIb30BaHuH He
nosepenHoit SIM-kapre. Tak e cooOIeHre T0KHO BKIIOUATh HHPOPMAIIHIO, HEOOXO0IUMYIO UTS UACHTU(HUKAIIMHN 3T0YMBIIIITCHHUKA:
TenedonHbIit Homep Tekymel SIM-kaptel, Homep IMSI u Homep IMEI tenedona.

* PacIIMPEHHBIH COPOC 0 3aBOJICKHX YCTAHOBOK: BCE JOCTYIHBIC HAa YCTPOMCTBE NaHHBIE OyIyT ylaleHsl (3arojoBKy (aiiinos OyxyT
yHHuTOXeHBI). KpoMe Toro, Ha TenedoHe OyayT BOCCTaHOBJICHBI 3aBOJICKHE HACTPONKH MO YMOIYAHUIO

* BO3MOYKHOCTh BKJIIOUHTH cHpeHy:IloTepsHHOE yCTpOWCTBO OJIOKUPYETCs M HAaUMHAET M3aBaTh OY€Hb I'POMKHIA 3BYK, Ia)Ke €CITH 3BYK Ha
YCTPOMCTBE OTKIIOYCH

» Hanmume BCTpOSHHOTO areHTa aMHHUCTPUPOBAHUS aHTUBUPYCHOTO ITporpaMMHoro odecredenus (AI10)

» Cuctemubie TpeboBanms: OnepannonHas cuctema: Android 4 (Ice Cream Sandwich) u 6osnee mo3aaue Bepcuu. PasperieHue ceHCOpHOToO
skpana: 480 x 800 nkc. [Tponeccop: ARM ¢ Habopom uHCTpYKInit ARMv7. CBoG0IHOE MeCTO i XpaHeHus naHHbIx: 20 Mb.
TpeboBaHus K cucTeMe ynpaBieHUs aHTUBUPYCHOH 3alUTON

[IporpaMMmHBIe CpeACTBa YIPABICHHUS IS BCEX 3aIUINACMBIX PECYPCOB JTOJIKHBI 00CCIICUNBATE PEATHU3AIMIO CIICAYIONNX (YHKIIMOHATBHBIX
BO3MOIKHOCTEH:

* MacITabupyeMoe pellieHrue: MacIiTaOUPOBAHUE MIPOU3BOAUTCS 32 CUST UCIIOIB30BAHUS ITPOKCH CEPBEPOB

* HHTePQEHC aHTHUBUPYCHOTO MPOTPAMMHOT0 00ECIICUCHHSI IOMDKCH 00CCIICUnBATh TOAACPIKKY CEHCOPHBIX 9KPaHOB M SKPAHOB C BHICOKUM
paspelieHeM;

* [Ipokcu- cepBep - KOMIOHEHT JJIsl 00eCTICUEHHsI BRICOKOH MacIITaOHPYEMOCTH PEIICHHS U YMCHBIIICHHS HArPy3KH Ha IICHTPATbHbBII
cepBep aIMUHUCTPUPOBAHUS

* HaIMYKE MHCTPYMEHTA [T OOHAPY KEHHsI HEM3BECTHBIX KOMITBIOTEPOB, OCYIIECTBISIONIHMA aBTOMaTHUecKuii ouck [1K B mokanbHO# ceTy,
6e3 HeOOXOMMOCTH OCYIIECTBIISITh UX PYYHOM MOUCK U T00ABJICHHE;

* [ICHTPAJTU30BaHHAsl YCTAHOBKA/OOHOBJICHUE/YalICHHE IPOTPAMMHBIX CPEICTB AHTUBHUPYCHOM 3aI[UThI, HACTPOWKHU, aIMUHHCTPUPOBAHUS;
* [ICHTPATHU30BaHHBIH COOp MH(POPMAITUH U CO3AaHHE OTYECTOB O COCTOSTHUN aHTHBHPYCHOM 3aIlUTHI;

* 3AUIICHHOE COCTUHEHUE MEKIY CEPBEPOM U KIIMCHTOM;

* MPOrpaMMHbIEC CPEJICTBA IICHTPATU30BAHHOTO YIIPABICHUS TOKHBI iMeTh WEB KoHCOMNB A5 yripaBicHus 1 GOPMHUPOBAHHS OTUCTOB;

* [ICHTPATH30BaHHOE YIPABICHNUE MOKET OCYIIECTBIIATRLCS C JII0O0OT0 ycTpoiicTBa uepe3 Web - Opaysep;

* CO3/IaHKME OTYETOB B HATJISTHOM TPa)UueCKOM BH/IE;

* 3KCIOPT JIOTOB U 0TYeTOB B hopmatst HTML,TXT, CSV, PDF;

* Hanmuuue Moy noanep:kku SIEM;

* MIpeBapUTEIbHAS HACTPOIKA MOJUTHK JJIs TPYIII WM KITMEHTOB (Mpo(uiin 0OHOBIICHHH, 3alIPEIICHHbBIC CAIThI, paciCaHne
TUTAHUPOBIIHMKA U T.1.);

* BO3MOYKHOCTb OTIIPABKH COOOIICHUI, KaK Ha MOOMJIbHBIC YCTPOMCTBA, TaK M Ha MEPCOHATBHBIC KOMITBIOTEPHI;

* BO3MOYKHOCTB YIaJICHHOTO CO3/IaHus Ky pHaJIa ayinTa 0€30MacHOCTH ¢ MOOMIIBHOTO YCTPOHCTBA

* BO3MOYXHOCTb YCTaHOBKH IOJIb30BATEIBCKHUX MPUITOKCHHIA;

* HaJIMYKE Pa3InIHBIX BAPHUAHTOB YCTAHOBKH ar¢HTOB 8 IMUHHCTPUPOBAHHUS KIIMCHTCKOW YaCTH aHTHBUPYCHOTO ITPOTPaMMHOT0O
o0ecrieueHus Takhe Kak:

YAAJICHHO WJIH JIOKAJIBHO :

- Push ycranoBka,

- YcraHoBKa yepes e-mail,

- YcraHoBKa ¢ IPUMEHEHHEM CheMHOTro Hocutelst , Hanipumep USB,

- JloxanpHasi yCTaHOBKA;

* HaJIMYKE BO3MOYKHOCTH aBTOMATHUYECKH BBIOMPATh COOTBETCTBYIOIINI YCTAHOBOUHBIH MAKET areHTa JJIsl ONIEPAIMOHHBIX CHCTEM HJIH B
PYYHOM PEKHME.

* HACTpOMKa MOJUTHUK OE30MaCHOCTH ISl KITHEHTOB;

* BO3MOYKHOCTB IICHTPAIM30BAHHO MIOCMOTPETh 001yI0 HHMopManuio o coctosauu [1K, 00 ycTaHOBIEHHBIX MPHIOKEHHX, CITYKOaX,
CETEBBIX MOIKIIOUCHHUSAX U T.J. C BO3SMOKHOCTBIO OTCICKMBAHUS N3MECHCHUH U UX aBTOMATUYECKOTO CPABHEHUS C TIOMOIIBI0 CHUMKOB T10
BPEMEHHOMY MHTEPBAITy, a TaK K€ BO3MOXXHOCTh BHECCHHUS H3MEHEHUH (OCTAaHOBKA MPOIIECCOB U IPaiiBEpOB, YAaICHUE U BOCCTAHOBJICHHE
3amuceil peecTpa U CUCTEMHBIX (DaiijIoB) BOCCTaHABIMBAIOIINX KOPPEKTHYIO pabOTy CHCTEMBL,

* BO3MOYKHOCTh Y/IaJICHHOTO 3aITyCcKa ONPECICHHOTO CIICHAPHsI Ha KOHCUHBIX KIIMEHTAaX, MPSIHA3HAYCHHOTO TS YIaJCHUA/ U3MCHEHHS
KPUTUYICCKUX OOBEKTOB CHCTCMBI.

* OTCYTCTBHE HeoOXoauMocTH nepe3arpy3ku [1K mocie ycTaHOBKH CHCTEMBI YIIPABICHUS AHTUBHPYCHOM 3alUThI;

* aBTOMAaTH3HPOBAaHHOE OOHOBJICHHE MPOTPAMMHBIX CPEJCTB AHTHBUPYCHOM 3alUThI 1 AHTHBUPYCHBIX 0a3;

* BO3MOYKHOCTB TIPOU3BECTH OBICTPBIN OTKAT OOHOBJICHUH CHTHATYPHBIX 0a3 A/ OTACIBHBIX KOMIIBIOTEPOB HJIH TPYIII;

* MocTaBKa OOHOBJICHHI Ha pabovKe MeCTa MOIb30BaTeNe cpa3y Mocie UX MOTyUCHHS,

* [ICHTPATU30BaHHbII KapaHTHH;

* BO3MOYKHOCTB CO3/IaHUSI TPYIII YIPABIAEMbIX KOMITBIOTEPOB KaK BPYYHYIO, TAK U aBTOMATHUYECKH Ha OCHOBE CTPYKTYphI Active Directory;
* BO3MOYKHOCTh CHHXpOHH3aIuH ¢ Active Directory kak 1Mo pacinicaHHio, Tak U BPYyYHYIO;

* aBTOMATHYCCKUM MOMCK HE3AIUIICHHBIX PA00YNX CTAHIIMIA C YUETOM TOIMOJIOTHHU CETH;

* ayTUT U3MCHEHHIA B HACTPOUKAX CepBepa IO YUSTHBIM 3aIHCsM;

* MOCTPOCHNE MHOTOYPOBHEBOM CHCTEMBI YIIPABJICHHS C BO3MOXXHOCTBIO HACTPOUKHU POJICH aIMHHUCTPATOPOB U OTIEPATOPOB, a TaKkke (hopm
MPEIOCTABISIEMON OTUCTHOCTH Ha KaXKIOM YPOBHE;
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Kyxat «Camypbik-Kasbinan OAK» AK 21eKTpoH Ibl HOPTAIBIMEH KYPbLUIFaH

JIoKyMeHT ChOPMHPOBAH NIOPTAIIOM HeKTPOHHBIX 3aKynok AQ «DHB «Campyk-Kasbina»

* 0OHOBJICHHE TIPOrPAMMHBIX CPEICTB M aHTHBUPYCHBIX 0a3 U3 Pa3HBIX MCTOYHMKOB, KaK M0 KaHAIaM CBSI3U, TAK U Ha HOCHTEIISX
nHpopmaImu;

* MEXaHM3M OTIOBEICHHS O COOBITUSIX B pabOTEe YCTAHOBJICHHBIX MPHJIOKCHUI aHTUBHPYCHOM 3aIUTHl H BO3MOXHOCTh HACTPOMKH PACCHUIKH
MOYTOBBIX YBEIOMIIEHUH O HUX;

* HAJTMYME CUCTEMBI TTepeiauu 00pa3IoB BPEIOHOCHOTO KOJJa BUPYCHBIM KCIIEPTaM aBTOMAaTHYECKH WM BPYUHYIO;

* BO3MOYKHOCTh CO3/IaHMs JTUHAMHYECKHUX IPYIIIl, B KOTOPbIE JHUHAMUYECKH OYIyT BKIIIOYATHCA KIMEHTCKUE CTAHI[MH TIPU COOTBETCTBHU
YCIIOBHSAM JaHHBIX IPYIIIL;

* paboTa CO CTATHYECKMMH U JUHAMUYECKUMH TPYyIIaMu

* pa3JIMYHBIC BapUaHTa YBEIOMIICHUH afMHUHHICTpaTopa ceTH ( 1o e-mail,ucrons3oBanne SNMP-noBymku);

* BO3MOYKHOCTb CO3/IaHHs PE3EPBHBIX KOIUI COJIEp)KUMOT0 0a3bl JAHHBIX M HACTPOEK CepBepa;

* BO3MOYKHOCTb MOJAKJIFOYCHHSI K KOHCOJIM CepBepa yIaJICHHOTO aIMUHICTPHPOBAHUS C UCIIOIb30BAaHUEM JOMEHHBIX HMEHH HOJIb30BATEINs U
TIapos;

* aIMUHUCTPUPOBAHUE CEPBEPOB U padbounx ctaniuii Windows, Linux\BSD, a Tak sxe pemennii s 3amuTtbl MOOWIbHBIX OC (Android);
* Hanuuue QyHKIMU TPOOYKICHUSA 10 JoKanbHOU cetd Wake on LAN

* BO3MOKHOCTh aBTOMaTHYECKOTO ONpPEISICHHS «KJIOHUPOBAHHBIX MAIIMH» C TOMOLIBIO CIIOKHOW JIOTHKU OOHAPYIKEHHUS OTIICYaTKOB
000pyI0BaHHS.

* HaJTMYKe MPOTOKOJIA JUIsl PEIUTHKAIHY, ¢ ucroib3oBanueM «PNSy (Push Notification Service) 1 noanep Kkoit MHOr0aIpeCHBIX BHI30BOB
s WOL.

* (DYHKIHOHAJ JIJI1 HHBEHTApU3aiy 000py/I0BaHHSL.

* HayKe GYHKIMH OBICTPOrO OTKIFOUEHHUS WM BKIIOYEHHS YBEIOMIICHUM Ha BHIOPAHHBIX KOMIIBIOTEPAX /sl IPEPHIBAHMS WIIH
BO300HOBJICHHsI 0OMEHA ITaHHBIME C CEPBEPOM 8 IMHHHCTPUPOBAHHS

* moazepikka 6a3 manubix MS SQL, MySQL;

* IPOrpaMMHBIE CPEJICTBA LICHTPAIH30BAHHOTO YIIPABICHHUs MOTYT ycTaHaBnuBaThest Ha Windows u Linux rutatopmsl

* IPOrpaMMHBIE CPEJICTBA JOJKHBI TTOICPKUBATH YCTAHOBKY Ha OTKa30ycToiunBble Kiaactepsl Windows u Linux mwiatdopm

* cepBep yOaJeHHOTO aIMHHHCTPUPOBAHHUS MOXKET OBITh YCTAHOBIICH U JJOJDKCH MOAICPKUBATH OTEPAIHOHHbIC CHCTEMBI

Windows Server:

o Windows Server 2003 x86 SP2 /x64 SP2

o Windows Server 2003 x86 R2 SP2 /x64 R2 SP2

o Windows Server 2008 x64 R2 SP1 / x64 R2 CORE

o Windows Server 2008 x86 SP2 / x64 SP2

o Windows Server 2012 x64 / x64 CORE

o Windows Server 2012 x64 R2 / x64 R2 CORE

o Microsoft SBS 2003 x86 SP2 / x86 R2

o Microsoft SBS 2008 x64 SP2

o Microsoft SBS 2011 x64 Standard / x64 Essential

Linux:

o Ubuntu 12.04 LTS x86 Desktop / Server

o Ubuntu 12.04 LTS x64 Desktop / Server

o Ubuntul4.04. LTS x86 Desktop / Server

o Ubuntu 14.04 LTS x64 Desktop / Server

o RHEL Server 6 x86 / x64

o RHEL Server 7 x86 / x64

o CentOS 6 x86 / x64

o CentOS 7 x86 / x64

o SLED 11 x86/ x64

o SLES 11 x86 /x64

0 OpenSUSE 13 x86 / x64

o Debian 7 x86 / x64

o Fedora 19 x86 / x64

* [IporpaMMHbI€e CpPeACTBA LIEHTPATU30BAHHOIO YIIPABJIEHHs, MOHUTOPUHTa U OOHOBIIEHUS J0JDKHBI (DYHKIIMOHUPOBATH HA BUPTYAIBHBIX
raTdopMax CIeAyIOUIUX BEPCHIL:

o0 VMware vSphere/ESXi (Bepcuu 5.0 u HOBee)

o VMware Workstation (Bepcuu 9 1 HOBee)

o VMware Player (Bepcuu 7 u HOBee)

o Microsoft Hyper-V (Server 2012 u 2012 R2)

o Oracle VirtualBox (Bepcuu 4.3.24 1 HOBee)

Haynuue BbIeIeHHOTO IPOrpaMMHOI0 HHCTPYMEHTA IS yIpaBiieHUs JIUIeH3UsAMH. C ero IOMOIIBI0 MOXKHO OTCIIEKUBATh JTULIECH3HH,
AKTUBHPOBAaHHbIE MOJYJIM U CBA3aHHBIE C JIMLIEH3USAMHU COOBITHUS, TaKie KaK OKOHYaHUE CPOKa JICHCTBU, UCIIOIb30BaHUE U aBTOPU3ALIUL.
Pabora ¢ MHCTPYMEHTOM MO Pa3HBIMHU POJIIMU KaK BIIAJIEIICL] JINIICH3UU WIN KaK a]MAHUCTPATOp 0E30MacHOCTH.

B03MOXHOCTb BBIIONHATH CIEAYIOIINE NEHCTBUSL:

* IPOCMATPUBATh COCTOSHUE JIULICH3UH B pealbHOM BPEMEHH;

* OTCJIEKHUBATh OTICJIbHBIC YCTPOICTBA (M TP 3TOM UX OTKIIOYATh);
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* HAaCTpauBaTh YBEIOMIICHUS, CBSI3aHHBIC C COOBITHSAMH JIULICH3HY;

* XpaHUTB JIMLIEH3UH OJJHOBPEMEHHO B CTapoi 1 HOBOI (hopMax B CMEIIAHHBIX CPE/ax;

* 0OMEHMBaTh KJIIOYH JIMLEH3UI Ha COOOIICHHS SIEKTPOHHON ITOYTHI ¥ ITAPOJIH, C TOMOIIBIO KOTOPBIX TAK)Ke MOYKHO aKTHBHPOBATh
MIPOrpaMMBbl;

* Ha3Ha4aTh HECKOJIBKO JIMLIEH3UH Ha OJIHY Y4ETHYIO 3aIlHCh;

* pa3periaTh APYTrUM JIMLAM HCIIOIb30BATh JINIEH3NH (AKTHBUPOBATH HX);

* HaCcTpauBaTh YBEIOMIICHUS ISl GoJiee YI0OHOTO OTCIICKHUBAHUS COCTOSIHUS JINIICH3HH;

* HanmuKe QyHKIMH CHHXPOHHU3AIHU C CEPBEPOM LIEHTPAIN30BAHHOT'O YIIPABIICHUSL.

* HAJIMYMeE BBIJCTICHHON YTHINTHI Ul MUTPUPOBaHU ¢ Goliee paHHUX BEPCHi aHTHBUPYCHOTO IPOrPaMMHOT0 00€CIIEYeH S C COXPaHEHUEM
HACTPOEK MOJHUTHK U HH()OPMAIIMOHHOH 0a3bl )KypHAJIOB COOBITHIA.

* HAJIMYMeE BBIJCICHHON YTHINTBI ISl CO3JIaHMS JIOKAIFHOTO XPaHHUJIMINA BUPYCHBIX CUTHATYP, O3 UCIIOIb30BaHUs cepBepa
LIEHTPAJIM30BaHHOTO YIIPABJICHUS.

* HAJIMYKME BO3MOXKHOCTH OpPraHU3aluy ABYyX(paKTOPHOI ayTeHTH(HUKAIIMN 1T0JIb30BaTeNeld KOHCOJIM CepBepa LICHTPATH30BaHHOTO
ynpasienus. [lognepxka aByxdaktopHoit ayreHTHuKamu s 10 noip3oBaTenell KOHCOIM cepBepa LCHTPATM30BaHHOTO YIPABICHUS.
[pu ncnosnp30BaHUM TaHHON (PYHKIIMOHAIBHOCTH JOJDKHO OBITH HCIIOJIB30BAHO PEIICHUE IBYX(aKTOPHON ayTeHTH()UKALUH TOTO JKe
MIPOU3BOJMUTENS, YTO U CaM MaKeT aHTUBHPYCHOTO IIPOrPaMMHOTO 00ECIIeUeHNsI.

* HaJIM4Ke BO3MOXKHOCTH JIeaKTUBALIMU JIMIICH3UN Ha y3J1aX yepe3 CO3[AaHue 3aaHui Ha cepBepe YIpaBICHUs.

TpeboBaHus K OOHOBJICHUIO AHTHBUPYCHBIX 0a3

OOHOBIsIeMbIe AaHTUBUPYCHBIE 0a3bl JaHHBIX TOJDKHBI 00eCIIeYrBaTh Pealn3aliio CISAYIONNX (QYHKINOHATIBHBIX BO3ZMOXKHOCTEH:

* peaM30BaHa BO3MOXKHOCTh CO3/IaHUS 3epKajia OOHOBJICHHH JUIsl SKOHOMHH TpaduKa;

* 3epKajio OOHOBJICHUI MOXKHO co371aTh Ha mo6oM [1K cetu He 3aBHCHMO OT UCTIOIB3YyeMOH onepannoHHol cuctembl Windows/Linux , B ToMm
YHCIIe U HAa KOHEYHOH paboueli CTaHIMU pU oMoy A V-KJIMeHTa ¢ 00s13aTelIbHBIM HATMYHeM KaKk MUHUMYM JIBYX ITyTel pa3iadu
oononenuit (HTTP u SMB), 11 akTUBaIMuy 3epKajia He J0JKHA TPeOOBaThCsl YCTAHOBKA JIOMOIHUTEIBHBIX MOIYJICH, KaK Ha cepBep, Tak U
Ha paboYyI0 CTaHIIUIO;

* TUIBI OOHOBIIEHHH: 0OHOBIeHUE B/ curHatyp BUpyCOB, IPOrpaMMHBIX KOMIIOHEHTOB, OOHOBIICHHUE SI/IPa;

* MakeThl OOHOBJICHHUS 3epKajia MOKHO 3arpyath IByMs criocobamu: 1o npotokosny HTTP (pekomeHayeTcs) U ¢ TOMOIIIBO 00IIero
cereBoro aucka (SMB);

* 0OHOBJICHHUSI MOYKHO PaclpOCTPaHSATh Ha ANEKTPOHHBIX HocuTelsix nHdopmarmu (FDD\CD\DVD\ USB-drive);

* OCYLIECTBIISCTCS IPOBEPKA IIEIIOCTHOCTH ¥ MOAJIMHHOCTH OOHOBJICHHH CPEACTBAMH DIICKTPOHHOI IIU(POBOH MOATIHCH.

TpebGoBaHUs K HKCIUTYaTallMOHHOHN TOKYMEHTAIIMH

DKCIUTyaTaloHHAas TOKYMEHTAIIMS TSI BCEX MPOTPAMMHBIX MTPOIYKTOB aHTHBUPYCHOM 3aIllUThI, BKIIOYAs CPEICTBA YIIPABICHHS, JOJIKHA
BKJTIOYATh JOKYMEHTHI Ha PYCCKOM SI3bIKE, B TOM YHUCIIC:

* PYKOBOJICTBO IT0JIb30BaTeNs (aJMUHHUCTPATOPA);

* PYKOBOJICTBO aJIMHHHCTPATOPa CPEIICTB yIAICHHOTO aIMUHUCTPUPOBAHUSL.

JlokyMeHTa1usi, HOCTaBIsieMas ¢ aHTUBUPYCHBIMH CPEACTBAMHU, TOJDKHA JETAIbHO OMHUCHIBATH MPOLIECC YCTAHOBKH, HACTPOUKHU U
9KCIUTyaTallud COOTBETCTBYIOILETO CPECTBA AHTUBUPYCHOM 3aIlIUTHI.
TpeboBaHus K TEXHUUECKOH MOATEPIKKE

TexHnueckas mojepKka aHTUBUPYCHOTO IIPOrPaMMHOT0 00€CIIeUeHHST JOJDKHA:

* [IPE/IOCTABIIATHCS HA PYCCKOM SI3BIKE CEPTU(GUIMPOBAHHBIMY CIIEIIHAINCTAMHU TPOU3BOJUTEIIS CPEICTB AaHTUBUPYCHOM 3all[UTHI HA BCEH
Tepputopun PecyOnuku Kazaxcran KpyriocyTouHo Oe3 mpa3IHUKOB U BEIXOAHBIX (24X7) MO 2J1eKTpOHHOM mouTte u uepe3 VHTepHer, a
TaKxKe Mo TeaedoHy;

* Web-caiit npousBonutens A3 10KeH OBITh Ha PYCCKOM SI3BIKE, IMETh CIICNUAIbHBIIN pa3zien, MOCBAIIEHHBIH TEXHUUECKON MOIepIKKe,
MONIONHsIEMYI0 6a3y 3HAHMH U PYCCKOSI3BIYHBIN (opyM.

ITocraBuuk 06513yeTc91 MpeaoCTaBUTh aBTOPU3ALIMOHHOE MMUCbMO OT IMTPOU3BOAUTEIIA IIPOIrPaMMHOIO obecrieueHusl.

ITonnucan CrenyHoB Bagum EBrenseBuu
JlaTta moxmucanus 23.07.2020
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Jauuslit JokymeHT cornaco myHkty 1 craten 7 3PK ot 7 susapst 2003 roga N370-11 «O6 51eKTpOHHOM JI0KY!
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